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Background Information 

Several different methods exist in the art for registration of a new user to an Internet 
service. Many Internet services simply request that a user provide a login name and a password, 
leaving the creation of these identifiers completely up to the user. Other Internet services require 
5 that a new user fill out an electronic form before being given access. Fields in these forms 
typically include such things as name, address, and phone number. This provides the system 
operator a slightly greater level of knowledge about the new user, but only if the user chooses to 
tell the truth when completing the form. Methods of Internet service registration, in the art 
provide no means of verifying the accuracy of the information provided by the user and tie no 
"flO verifiable identifier to the user. 



This potential for anonymity provides users the temptation to perform acts that they 



might not normally consider. The lack of accountability for users can also bring down the 



general level of communication decency within the Internet service. 



It is therefore desirable to have a method for Internet system registration that requires a 




level of user verification to assure user accountability and to maintain an overall quality of 



service. 
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Summary of the Invention 

A system and method are disclosed for claiming a user-specific website. The present 
invention provides for user identity verification through telephone number detection. The user- 
specific website requested is associated to the telephone number of the requesting user. This 
5 prevents the potential for anonymity, which is found in present methods. 

In an embodiment of the present invention, called 'Web-First' Authentication, a user 
begins the process of claiming a user-specific website by accessing an Internet website of the 
service. In order for a user to claim a website, he/she must complete an electronic form at the 
Internet service's website. In an embodiment, the website claim remains valid for some pre- 

y 10 defined length of time, such as twenty- four hours. 

in 

J: The user can then either have the system call him/her back at a specified number or the 

II user can call into the system to complete the website claiming process. Upon receipt of the 

Si phone call, the system of the present invention determines the user's phone number by utilizing a 

M* phone number detection service, such as the Automatic Number Identification (ANI) service 

W 15 provided by various national phone service providers. Upon verification that there is a claim 

: : 

pending for a user-specific website associated to that phone number and the user accepts this 
claim, the user-specific website is created as claimed. 

Another possible embodiment of the present invention, called 'Phone-First' 
Authentication, operates in the reverse order of 'Web-First' Authentication. In this embodiment, 
20 a user first calls into the system to establish a claim to a user-specific website. A phone number 
detection service such as ANI determines from what phone number the user is calling. Next, the 
phone service provides the user with a personal identification number (PIN) to be used for 
website claim completion. 
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In an embodiment of the present invention, the user next accesses the service's Internet 
website. The user then inputs said PIN upon request. This provides verification to the system of 
the user's identity, and the user-specific website is then created as claimed. 

Other possible embodiments of the present invention provide for having the user-specific 
5 website associated to the phone number of a pager or a fax machine. The system would, in these 
cases respectively, send the PIN to the display of the pager or the output of the fax machine. 



Brief Description Of The Drawings 
10 Figure 1 provides a flowchart illustrative of the process of 'Web-First' Authentication. 

Figure 2 illustrates the usage of a personal identification number (PIN) in the process of 
'Web-First' Authentication. 

Figure 3 provides a flowchart representing the process of 'Phone-First' Authentication. 

Figure 4 provides a flowchart of the phone script of the system. 



Detailed Description 

Figure 1 provides a flowchart illustrative of the process of ' Web-First' Authentication. 
Specifically, Figure la provides the 'web activity' portion of the authentication, and Figure lb 
20 provides the c phone activity' portion of the authentication. In one embodiment of the present 
invention, a registering user accesses the Internet website of the system 102, whereupon a 
request is made by the user to claim a user-specific website that will be associated with the user's 
telephone number. In an embodiment of the present invention, this request is made by filling out 
an electronic form at the system website 104. The request is saved in a database and will remain 
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valid for a predefined period of time (e.g. twenty- four hours) 106. The user is then asked 108 
whether he/she wishes to have the system perform a ' call-back' or whether he/she would like to 
call into the system themselves. 

In an embodiment of the present invention, if the user did not request a 'call-back,' the 
5 user next calls into the system 110 from the telephone number given to the system by the user via 
the electronic form. The system determines what telephone number the user is calling from by 
using a telephone number detection service 1 12, such as the Automatic Number Identification 
(ANI) service provided by various national phone service providers. If the phone number is not 
recognizable or the phone number is not attainable for another reason 114, the user is asked by 
™ 10 the system for the phone number from which the user is calling 116. Upon attaining the number 
f jjj from the user, the system hangs up 1 1 8 and calls the user back at the phone number provided by 
Ljl the user 120. This provides an alternative means of verifying the number from which the user is 
% 4 calling. If the user had requested during the 'web activity' that the system perform a 'call-back,' 
H the 'phone activity' process would begin at this point with the system calling the user 120. 
is In an embodiment of the present invention, after attaining the number from which the 

5 "~ 1 

';t } user is calling, the system determines whether there is a website claim pending in the database 

that is associated to this telephone number 122. If a website claim does not exist for the number, 
the system begins the process of 'Phone-First' Authentication 124 (See Figure 3, entrance point 
B). If a website claim does exist for the telephone number, the user is presented with the 
20 information pertaining to this website claim, and the user is asked if the user wishes to accept the 
claim 126. If, after reviewing the website claim, the user decides to not accept the website claim, 
the claim is disregarded 128, and the process of Thone-First' Authentication begins 130 (See 
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Figure 3, entrance point B). If, however, the user accepts the website claim, the user's user- 
specific website is created as requested by the user 132. 

Figure 2 illustrates the usage of a personal identification number (PIN) in the process of 
5 'Web-First' Authentication. Specifically, Figure 2a provides the 'web activity' portion of the 
authentication, and Figure 2b provides the 'phone activity' portion of the authentication. In one 
embodiment of the present invention, the user first accesses the system website 202 to request a 
user-specific website that will be associated to the user's telephone number. The user requests to 
claim a website by completing an electronic form online 204. Upon receipt of the information 

10 provided in this electronic form, the system provides the user with a PIN 206 to be used later in 
completing the registration (claiming) process. As is stated above, in one embodiment, the PIN 
may alternatively be provided to the user via a pager or a fax machine, provided the user wishes 
the website be related to that phone number. The request is stored in a database, and the website 
claim remains valid for a predefined period of time (e.g. twenty-four hours) 208. The user is 

15 then asked 210 whether he/she wishes to have the system perform a 'call-back' or whether 
he/she would like to call into the system themselves. 

In an embodiment of the present invention, if the user did not request a 'call-back,' the 
user next calls into the system 212 from the telephone number given to the system by the user via 
the electronic form. The system determines what telephone number the user is calling from by 

20 using a telephone number detection service 214, such as the ANI service. If the phone number is 
not recognizable or the phone number is not attainable for another reason 216, the user is asked 
by the system for the phone number from which the user is calling 218. Upon attaining the 
number from the user, the system hangs up 220 and calls the user back at the phone number 
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provided by the user 222. If the user had requested during the 'web activity' that the system 
perform a 'call-back/ the 'phone activity' process would begin at this point with the system 
calling the user 222. 

In an embodiment of the present invention, after attaining the number from which the 
5 user is calling, the system determines whether there is a website claim pending in the database 
that is associated to this telephone number 224. If a website claim does not exist for the number, 
the system begins the process of 'Phone-First' Authentication 226 (See Figure 3, entrance point 
B). If a website claim does exist for the telephone number, the user is presented with the 
information pertaining to this website claim, and the user is asked if he/she wishes to accept the 
E 2 10 claim 228. If, after reviewing the website claim, the user decides to not accept the website claim, 
f fi the claim is disregarded 230, and the process of Thone-First' Authentication begins 232 (See 

£0 

Figure 3, entrance point B). If the user accepts the website claim, the system requests of the user 
'-••4 the user's PIN 234. Upon receipt of the user's PIN, the system determines whether the PIN is 
H valid 236. If the PIN is not correct for the claim of the user-specific website, the user is allowed 

r 

^ 15 to re-enter the PIN 238. If, however, the PIN is correct, the user's user-specific website is 
^ created as requested by the user 240. 

Figure 3 provides a flowchart representing the process of 'Phone-First' Authentication. 
In an embodiment of the present invention, a user performs the telephone portion of the website 
20 registration (claiming) process before the web portion. A user first calls into the system 302 

from the telephone number that the user wishes to be associated to the user-specific website. The 
system determines what telephone number the user is calling from by using a telephone number 
detection service 304, such as the ANI service. If the phone number is not recognizable or the 
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phone number is not attainable for another reason 306, the user is asked by the system for the 
phone number from which the user is calling 308. Upon attaining the number from the user, the 
system hangs up 3 10 and calls the user back at the phone number provided by the user 312. 
In an embodiment of the present invention, after attaining the (verified) number from 
5 which the user is calling, the user is asked various questions and is provided with a computer- 
generated PIN 314. (As stated above, providing this information via pager or fax machine is also 
contemplated.) The system then determines whether or not there is already a website claim 
pending for the number determined to be the user's 316. If there is already a website claim, the 
pending 'Web-First' claim is then canceled 318. If there is no pending claim, no further 'Phone- 

y 10 Activity' occurs. The user is then finished with the telephone portion of the registration (website 

f {t claiming) process 320, and he/she begins the web portion 322. 

jl In an embodiment of the present invention, the user next accesses the system website 322 

C3 

-•J to complete the website claiming process. The system requests from the user the user's PIN 
5 f~ 324. If the PIN received 326 is incorrect for the website claimed 328, the user is asked to re- 
^£ 15 enter the PIN 330. If, however, the PIN is correct, the user's user-specific website is created as 
)3 requested by the user 332. 

Figure 4 provides a flowchart of the phone script of the system. The flowchart describes 
the alternative paths of the telephone portion of website registration. In one embodiment, upon 
20 receipt of a phone call into the system from a specific phone number, the system tries to 
recognize the number via a system such as ANI 402. If a valid telephone number is not 
recognized, the user is asked to input the phone number from which the user is calling 406. The 
system then checks to see if the number is valid (ten numeric digits, etc.) 408. If the number is 
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not valid, the user is told this'410 and is asked to re-enter the number 406. After recognition, the 
user is told the phone number that was understood by the system and asked if it is correct 412. If 
it is not the correct number 412, the system asks the user to re-enter the phone number 406. If 
the number is identified by the user to be correct, the system determines 401 whether the phone 
5 number is one of several phone numbers held by a single entity and associated to a single, entity- 
specific website. If so, the user is told that the telephone number is 'blocked' and that it cannot 
be claimed 405. Further, if there is a website associated to the number that is already owned by 
another user 403 and the owner does not wish to allow additional websites to be associated to the 
phone number, the user is notified that the number is 'locked' and cannot be claimed 407. If the 

£"■=5 

10 number is neither 'blocked' nor 'locked,' the system asks the user for his/her name and any other 

iy 

fC\ necessary information 414, and then the system hangs up and performs the 'call-back' routine 
It 416 (See 308, 310, 312 of Figure 3). 

- J In an embodiment of the present invention, if a valid phone number was detected by the 

H system for the user, the system determines whether or not a website claim associated to that 
15 number is pending 418. If so, the user is told about the pending claim and is asked if he/she 

: j 

Js* wants to activate the claim 420. If the user wishes to activate the pending user-specific website 
claim, the call is terminated and the website is created as claimed 422. If either no website claim 
is pending or the user does not wish to activate the pending claim, the system then provides the 
user with the phone number that the system detected to be the user's telephone number and asks 
20 the user if it is correct 434. If the user states that the phone number is not correct, he/she is asked 
to enter the correct phone number 406, as a beginning of the telephone 'call-back' routine. If the 
number is identified by the user to be correct, the system determines whether the phone number 
is one of several phone numbers held by a single entity and associated to a single, entity-specific 
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website 426. If so, the user is told that the telephone number is 'blocked' and that it cannot be 
claimed 428. Further, if there is a website associated to the number that is already owned by 
another user 430 and the owner does not wish to allow additional websites to be associated to the 
phone number, the user is notified that the number is 'locked' and cannot be claimed 432. If the 
number is neither 'blocked' nor 'locked,' the user is provided with a PIN 436 to be used for the 
web portion of the registration (claiming) process and the system ends the call 438. 
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